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Workers’ Compensation Medicare
Set-Aside Portal (WCMSAP)

Login and User Maintenance

Version 3.1, 3/31/2013

CMS reserves the right to modify this presentation. To ensure you have the most current version, verify that
the version and date on this page match the version and date on the corresponding page of the PDF currently
available on http://www.cms.gov/Medicare/Medicare.html.

Slide notes

Welcome to the Workers’ Compensation Medicare Set-Aside Portal (WCMSAP) Login and User Maintenance
course.

As a reminder, you may view the slide number you are on by clicking on the moving cursor.

Additionally, you can view the narration by clicking the Closed Captioning [CC] button in the lower right hand
corner of the screen.

Page 1 of 62



Adobe Captivate Sunday, March 31, 2013

Slide 2 - of 62

Disclaimer

While all information in this document is believed to be
correct at the time of writing, this Computer Based Training
(CBT) is for educational purposes only and does not
constitute official Centers for Medicare & Medicaid Services
(CMS) instructions for the WCMSAP. All affected entities are
responsible for following the applicable CMS instructions
found at the following link:
http://www.cms.gov/WorkersCompAgencyServices/.

Slide notes
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Course Overview
* WCMSAP login

* Forgotten Login Identification (ID) o
* Forgotten password ;""é—"';
—
* Account Settings (==
* Update personal information ——-{

» View account activity
* Change password

Slide notes

This course will demonstrate how to login to the WCMSAP, how to retrieve a forgotten Login Identification (ID),
how to retrieve a forgotten password,

and Account Setting options including updating personal information, viewing account activity, and changing a
password.
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Slide notes

In order to login, you must go to the WCMSAP Web site found at the following URL.:
https://www.cob.cms.hhs.gov/WCMSA.
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CENTERS bt MFDRCARY B MYDRCAD STROCTS

__Login Warning

(= Print this page
UNAUTHORIZED ACCESS TO THIS COMPUTER S5YSTEM 1S PROHIBITED BY LAW

This web site is maintained by the U.3. Government and is protected by federal law. Use of this computer system without authority or in
excess of granted authority, such as access through use of another's Login ID andior password, may be in violation of federal law,
including the False Claims Act, the Computer Fraud and Abuse Act and other relevant provisions of federal civil and criminal law, Violators
may be subject to administrative disciplinary action and civil and criminal penalties including civil monetary penalties.

For site security purposes we employ software programs to monitor and identify unauthorized access, unauthorized attempts to upload or
change information, or attempts to otherwise cause damage. In the event of authorized law enforcement investigations, and pursuant to
any required |legal process, information from these sources may be used to help identify an individual and may be used for administrative,
criminal or other adverse action

Privacy Act Statement

The collection of this information is authorized by 42 U.S.C. 1395y(b}){5). The information collected will be used to identify and recover past
mistaken Medicare primary payments and to prevent Medicare from making mistakes in the future for those Medicare Secondary Payer
situations: that continue to exist.

Attestation of Information

| have submittad all relevant information obtained and/or have knowledge of regarding this claimant, that was generated at any time on or
after the Date of Incidant (DOI) for the alleged accidentilinessfinjuryincident at issue, and has been included as part of this submission of
the proposed amount for this WCHMSA to the Centers for Medicare & Medicaid Senvices.

The information provided is complete, truthful, accurate, and meets all requirements set forth to use this process; and, | have read and
understand all of the Centers for Medicare & Medicaid Senices information at hitpffwww cmis. gow/WorkersCompAgencySenices/

LOG OFF IMMEDIATELY if you do not agree to the conditions stated in this warning

| Accapt

Dacline

Slide notes
Each time you visit the WCMSAP Web site, the Login Warning page will display the Data Use Agreement (DUA).
The DUA provides information about WCMSAP security measures including access, penalty and privacy laws.

The Login Warning page can be printed by clicking the [Print this Page] link in the upper right corner of the page.

Page 5 of 62



Adobe Captivate Sunday, March 31, 2013

Slide 6 - of 62

C. Workers' Compensation Medicare Set-Aside Web Portal @

CFINTERS for SFDACARY 8 WFDRCARD SERBACTS

Login Warning

|
(= Print this page

UNAUTHORIZED ACCESS TO THIS COMPUTER\SYSTEM 15 PROHIBITED BY LAW

This web site is maintained by the U.3. Government angd is protected by federal law. Use of this computer system without authority or in
excess of granted authority, such as access through use of another's Login ID andior password, may be in violation of federal law,
including the False Claimns Act, the Computer Fraud and Abuse Act and other relevant provisions of federal civil and criminal law, Violators
may be subject to administrative disciplinary action and ciW,and criminal penalties including civil monetary penalties.

For site security purposes we employ software programs to rponiter and identify unauthorized access, unauthorized attempts to upload or
change information, or attempts to otherwise cause damage. in the event of authorized law enforcement investigations, and pursuant to

any required legal process, information from these sources miy be used to help identify an individual and may be used for administrative,
criminal or other adverse action.

Privacy Act Statement

The collection of this information is authorized by 42 U.5.C. 1395y
mistaken Medicare primary payments and to prevent Medicare fro
situations that continue to exist.

b)5). The information collected will be used to identify and recover past
making mistakes in the future for those Medicare Secondary Payer

Attestation of Information
| have submitted all relevant information obtained andlor have knowjedge of regarding this claimant, that was generated at any time on or

after the Date of Incidant (DOI) for the alleged accidentilinessfinjurylincident at issue, and has been included as part ofthis submission of
the proposed amount for this WCHMSA to the Centers for Medicare & YMedicaid Senvices.

The information provided is complete, truthful, accurate, and meets 3l requirements set forth to use this process; and, | have read and
understand all of the Centers for Medicare & Medicaid Senices information at hitpfwww cmis. gow/WorkersCompAgencySenices/

LOG OFF IMMEDIATELY if you do not agree to the conditions stated i this warning

Dacline

Slide notes

You must review the DUA and click the [I Accept] link at the bottom of the page to continue otherwise you will be
denied access to the WCMSAP site.
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CENTERS foot MFORCARY B MYDRCAD STROSCTS

Skip Navigation

About This Sie CMS Links How To Reference Materials Contact Us

Welcome to the WCMSAP

This site provides an interface for entry of Vorkers Unmpensaunn MMedicare
Set-Aside Arrangements (WCIMSA) proposals. Attomeys, Medicare
heneficiaries claimants insurance cariers and WCMSA vendnors may use this
site to enter the case information dircetly. The site also provides attomeys,

Sign Into your account

IMedicare beneficiaries. claimants, insurance carriers, and WCMSA vendors User Narme:
with the ability to track their submitted cases and the statuses without inguiry |
to the Coordination of Benefits Contractor (COBC) ar the Centers for Medicare Farqat ID

& Medicaid Serices (CMS)

WCMSAP Messages Pazsword

This space is reserved for system messages from the Coordination of Benefits Foraot Password

Contractor. Check this location for important information regarding system
Clear

outages, scheduled maintenance and special announcements

GETTING STARTED

For more information. refer te How To Get Started under the How To menu ootion
STEP 1 STEF 2

{Account ID and PIN required)

Slide notes
The WCMSAP Welcome page will display.

The “WCMSAP Message” section of this screen will be used to keep you informed of upcoming events,
maintenance or other system-specific information.
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Skip Navigation

About This Sie CMS Links How To Reference Materials Contact Us

Welcome to the WCMSAP

This site provides an interface for entry of Workers Compensation Medicare
Set-Aside Arrangements (WCIMSA) proposals. Attomeys, Medicare
heneficiaries claimants insurance cariers and WCMSA vendnors may use this

Sign Into your account

site to enter the case information dircetly. The site also provides attomeys,

IMedicare beneficiaries. claimants, insurance carriers, and WCMSA vendors User Narne:
with the ability to track their submitted cases and the statuses without inguiry |
to the Coordination of Benefits Contractor (COBC) ar the Centers for Medicare Farqat ID

& Medicaid Serices (CMS)

WCMSAP Messages Pazsword

This space is reserved for system messages from the Coordination of Benefits Foraot Password

Contractor. Check this location for important information regarding system
Clear

outages, scheduled maintenance and special announcements

GETTING STARTED

For more information. refer te How To Get Started under the How To menu ootion
STEP 1 STEF 2

{Account ID and PIN required)

Slide notes

You must enter your Login ID in the User Name field and your password in the Password field and click Login to
sign into your WCMSAP account.
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CENTERS foot MFORCARY B MYDRCAD STROSCTS

Skip Navigation

About This Sie CMS Links How To Reference Materials Contact Us

Welcome to the WCMSAP

This site provides an interface for entry of Vorkers Unmpansaunn MMedicare
Set-Aside Arrangements (WCIMSA) proposals. Attomeys, Medicare
heneficiaries claimants insurance cariers and WCMSA vendnors may use this
site to enter the case information dircetly. The site also provides attomeys,

Sign Into your account

IMedicare beneficiaries. claimants, insurance carriers, and WCMSA vendors User Narne:
with the ability to track their submitted cases and the statuses without inquiry |
to the Coordination of Benefits Contractor (COBC) ar the Centers for Medicare Fhroat I

& Medicaid Serices (CMS)

WCMSAP Messages assword

This space is reserved for system messages from the Coordination of Benefits /Fomat Password

Contractor. Check this location for important information regarding system
Clear

outages, scheduled maintenance and special announcements

GETTING STARTED

For more information. refer te How To Get Started under the How To menu ootion
STEP 1 STEF 2 v

New Registration * Account Setup ‘.

{Account ID and PIN required)

Slide notes
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Retrieve Forgotten User Name/Login ID

Sign into your account

rorgot Fasswaord

Login | Clear

Slide notes
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CENTIR for MEWCARE & SEDRCAID JERES

Skip Navigation

Abaut This Site CMS Links How To... Reference Materizls ContactUs

Welcome to the WCMSAP

This site provides an interface for entry of Workers' Compensation Medicare
Set-Aside Arrangements (WCIM3A) proposals. Attomeys, Madicare
beneficiaies. claimants, insurance cariers and WCIMSA vendors may use this
site to enter the case information directly. The site alsc provides aiterneys.

Sign into your account

IMedicare beneficianies. claimanis. insurance carmers, and WCIMSA vendors User Name:
with the ability to track their submitted cases anc the statuses without inguiry |
to the Ceordingtion of Benafits Contractor (COBC) or the Certers for Medicare i—‘gmﬁiD
& Medicaid Sevices (CMS)
Fassword
WCMSAP Messages I

. . " Forgot Password
This space is reserved for system messages from the Coordination of Benefits Lol asswar

Contractor. Check this location for important information regarding system

outages, scheculed maintenance and spacial announcements. Claar |

GETTING STARTED

For more information, refer to How To Get Started under the How To menu option

STEP 1 STEP 2

New Registration  mip Account Setup -y

{Account ID and FIN required)

Slide notes

If you forget your User Name/Login ID, you must click the Forgot ID link in the Account Sign-in box.
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CENTIR for MEWCARE & SEDRCAID JERES

Abaut This Site CMS Links How To... Reference Materizls ContactUs

Forgot Login ID

QUICK HELP

An zstensk (7) indicates a reguired field

Help Ahout This Page

Erter your E-mail address: *
y ‘—[}‘}& <]

[ Cancel ] [ Confinug ]

Slide notes

When the Forgot Login ID page displays, enter the e-mail address provided during registration and click
Continue.
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CENTIR for MEWCARE & SEDRCAID JERES

Abaut This Site CMS Links How To... Reference Materizls ContactUs

Forgot Login ID

QUICK HELP

An gstensk () indicates a reguired field

Help Ahout This Page

Erter your E-mail address: * [JW ]

|Canoel] con!Me |

Slide notes

Page 13 of 62
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CENTIR for MEWCARE & SEDRCAID JERES

7S Workers' Compensation Medicare Set-Aside Web Portal @

Abaut This Site CMS Links How To... Reference Materizls ContactUs

Forgot Login ID

QUICK HELP
An asterisk (*) indicates a required field
Help Ahout This Page
Security Question 1: What city were you bom?
“Answer 1: | |

Security Question 2: What is your father's middle name?

*Answer 2 | |

[ cancel | [ Centinue

Slide notes

The page then re-displays with the two Security Questions you selected during the registration process.

Correctly answer each of your pre-selected Security Questions, then click Continue to submit the Forgotten ID
request.

If the information you entered is correct, your Login ID will be sent via e-mail.

Page 14 of 62
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7S Workers' Compensation Medicare Set-Aside Web Portal @

CENTIR for MEWCARE & SEDRCAID JERES

Skip Navigation

Abaut This Site CMS Links How To... Reference Materizls ContactUs

Forgot Login ID

QUICK HELP

An asterisk (*) indicates a reguired field

Help Ahout This Page

Security Question 1: What city were you bom?

‘Answer 1: |Baltimore |

Security Question 2:  What is your father's middle name?

*Answer 2 [Lee |

| Cancel CC!BNUE

Slide notes
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7S Workers' Compensation Medicare Set-Aside Web Portal @

Skip Navigation

Abaut This Site CMS Links How To... Reference Materizls ContactUs

Forgot Login ID

QUICK HELP

An asterisk (*) indicates a required field

Help Ahout This Page

If you cannot remember the answers to your Security

Questions, contact a COBC EDI Representative.
Security Question 1: What city were you bom?

‘Answer 1: |Baltimore |

Security Question 2: What is your father's middle name?

*Answer 2 [Lee |

[ cancel | [ Centinue

Slide notes

If an error is received indicating that the answers are incorrect, check your answers and re-enter, if necessary.

If you cannot remember the answers to your Security Questions, contact a Coordination of Benefits Contractor
(COBC) Electronic Data Interchange (EDI) Representative.

Page 16 of 62
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CENTIR for MEWCARE & SEDRCAID JERES

7S Workers' Compensation Medicare Set-Aside Web Portal @

Skip Navigation

Abaut This Site CMS Links How To... Reference Materizls ContactUs

Thank You

You have succoessiully requested your Logn ID o the Workrs' Compensation Medaare Set-Assie Portal (WIMSAP)

NEXT STEPS

You wil recone an E-mad once your Logn 0 request 3 processed. The E-mad wall contasn your Loge 1D

Please note: The E-mgl e iaos will By 5608 om 8 nolifisstdn-only addrasd Thal (annst accepl witdmng E-mal Pladte &2 not
reply o @

¥ you do not recene your E-mal withen 24 hours please call the COBC EDY Departmant ot (546) 4536700 EDN Represantitrws e
aaadable 1o assnt you Monday theough Frday, excludeg Federad holdays fom 900am 10 500 pm Eastem Tims

e o o - - - e ™ i -
Yiteckers Compentaton Med<are Set-Agsle Wekoms Pace

Slide notes
If the information entered is correct, the Thank You page displays.
This page confirms that you have successfully requested your Login ID.

Click the Workers’ Compensation Medicare Set-Aside Welcome Page link to return to the Welcome page.

Page 17 of 62



Adobe Captivate Sunday, March 31, 2013

Slide 18 - of 62

CNIS Workers' Compensation Medicare Set-Aside Web Portal @

CENTERS foot MFORCARY B MYDRCAD STROSCTS

Skip Navigation

About This Sie CMS Links Reference Materials Contact Us

Welcome to the WCMSAP

This site provides an interface for entry of Workers Compensation Medicare
Set-Aside Arrangements (WCIMSA) proposals. Attomeys, Medicare
heneficiaries claimants insurance cariers and WCMSA vendnors may use this

Sign Into your account

site to enter the case information dircetly. The site also provides attomeys,

IMedicare beneficiaries. claimants, insurance carriers, and WCMSA vendors User Narne:
with the ability to track their submitted cases and the statuses without inguiry |
to the Coordination of Benefits Contractor (COBC) ar the Centers for Medicare Farqat ID

& Medicaid Serices (CMS) i e
If you do not receive an e-mail within 24

WCMSAP Messages hours, contact a COBC EDI representative. Password

This space is reserved for system messages from the Coordination of Benefits Foraot Password
Contractor. Check this location for important information regarding system

outages, scheduled maintenance and special announcements :
Clear

GETTING STARTED

For more information. refer te How To Get Started under the How To menu ootion
STEP 1 STEF 2

{Account ID and PIN required)

Slide notes

You will then receive an e-mail containing your Login ID.

The Login ID will be sent to the e-mail address provided during registration.

After receipt of the e-mail, return to the WCMSAP site and log in using your Login ID and password.
If you do not receive an e-mail within 24 hours, contact a COBC EDI representative.

Page 18 of 62
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Retrieve Forgotten Password

Sign into your account

rorgot Fasswaord

Login | Clear

Slide notes
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Skip Navigation

About This Sie CMS Links How To Reference Materials Contact Us

Welcome to the WCMSAP

This site provides an interface for entry of Workers Compensation Medicare
Set-Aside Arrangements (WCIMSA) proposals. Attomeys, Medicare
heneficiaries claimants insurance cariers and WCMSA vendnors may use this

Sign Into your account

site to enter the case information dircetly. The site also provides attomeys,

IMedicare beneficiaries. claimants, insurance carriers, and WCMSA vendors User Narne:
with the ability to track their submitted cases and the statuses without inguiry |
to the Coordination of Benefits Contractor (COBC) ar the Centers for Medicare Farqat ID

& Medicaid Serices (CMS)

WCMSAP Messages Pazsword

This space is reserved for system messages from the Coordination of Benefits Forapheassword
Contractor. Check this location for important information regarding system [Em—

outages, scheduled maintenance and special annW :
Clear |

GETTING STARTED

For more information. refer te How To Get Started under the How To menu ootion
STEP 1 STEF 2

{Account ID and PIN required)

Slide notes

If you have forgotten your password, click the Forgot Password link, in the Account Sign-in box.
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CENTIR for MEWCARE & SEDRCAID JERES

Abaut This Site CMS Links How To... Reference Materizls ContactUs

Forgot Password

An asterisk (") indicates a required field

Logir ID: * I

| Cancel | [ Continue |

Slide notes

When the Forgot Password page displays, enter your Login ID and click Continue.
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7S Workers' Compensation Medicare Set-Aside Web Portal @

CENTIR for MEWCARE & SEDRCAID JERES

Abaut This Site CMS Links How To... Reference Materizls ContactUs

Forgot Password

An asterisk (") indicates a required field

Logir ID: * [15123bb

l Cancel COI"IEEE I <kt

Slide notes
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CENTIR for MEWCARE & SEDRCAID JERES

Abaut This Site CMS Links How To... Reference Materizls ContactUs

Forgot Password

An astensk (*) indicates a required field
Help Aboul ng P'—aq&
Security Question 1: Whal city were you born?
“Answer 1 | [
Security Question 2: What is your fathers middle name?
*Answer 2 | [

[ Cancel | [ Continve

Slide notes
The page then re-displays with the two Security Questions you selected during the registration process.

Answer each of your pre-selected Security Questions, and click Continue to submit the Forgotten Password
request.

Page 23 of 62
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CENTIR for MEWCARE & SEDRCAID JERES

7S Workers' Compensation Medicare Set-Aside Web Portal @

Skip Navigation

Abaut This Site CMS Links How To... Reference Materizls ContactUs

Forgot Password

An astensk (*) indicates a required field

Help Aboul ‘I'm& P'—aq&

Security Question 1: Whal city were you born?

“Answer 1 | Baltimore !

Security Question 2: What is your fathers middle name?

*Answer 2 | Lee i

[ cancel | | Cofpue ]

Slide notes
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CENTIR for MEWCARE & SEDRCAID JERES

7S Workers' Compensation Medicare Set-Aside Web Portal @

Abaut This Site CMS Links How To... Reference Materizls ContactUs

Forgot Password

An astensk (*) indicates a required field
Help Aboul ng P'—aq&
Security Question 1: Whal city were you born?
*Answer 1 [Baltimore |
Security Question 2: What is your fathers middle name?
*Answer 2 | Lee [

[ Cancel | [ Continve

Slide notes

If you receive an error indicating that your answers are incorrect, check your answers and re-enter them, if
necessary.

If you cannot remember the answers to your Security Questions, contact a COBC EDI Representative.
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7S Workers' Compensation Medicare Set-Aside Web Portal @

Skip Navigation

Abaut This Site CMS Links How To... Reference Materizls ContactUs

Forgot Password

An astensk (*) indicates a required field

Help Aboul Tm& P'—aq&

Security Question 1: Whal city were you born?

“Answer 1 |Ball"|more [

Security Question 2: What is your fathers middle name?

*Answer 2 | Lee [

[ Cancel | [ Continve

Slide notes

If the information entered is correct, your new, temporary password will be sent via e-mail.
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CENTIR for MEWCARE & SEDRCAID JERES

Skip Navigation

Abaut This Site CMS Links How To... Reference Materizls ContactUs

Thank You

Your pastwond for the Wodiers Compensation MeScany Set-Asade Portal (WCMSAP) has bedn successhuly reset

NEXT STEPS

You wall receny an E-mad with 3 lemporary password and mstnchons 10 lodow

Please note: The E-mal message wil be sent bom 3 ot stion-only address that cannct acCept ncomng E-mad Please &0 not
reply lo €

¥ you do not recene your E-mad withan 24 hiors, please call the COBC EDI Department of (546) 4586740 EDI Representatres ae
waalabie 1o a3t you Mondey theough Frdsy excludey Federal holdays fom 500 am 16 500 pm Esttern T

Yiockery Comginait<n Medo g Set-Asede Vg ome Page

If you do not receive an e-mail within 24 hours,
contact a COBC EDI Representative.

Slide notes

The Thank You page displays if your answers are correct indicating that the system has generated a temporary
password and sent it to your registered e-mail address.

The e-mail will include instructions to reset your password.
If you do not receive an e-mail within 24 hours, contact a COBC EDI Representative.
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CENTIR for MEWCARE & SEDRCAID JERES

Skip Navigation

Abaut This Site CMS Links How To... Reference Materizls ContactUs

Thank You

Your pastwond for the Wodiers Compensation MeScany Set-Asade Portal (WCMSAP) has bedn successhuly reset
NEXT STEPS
You willl recene an E-mad with 3 temporary password and nstructoas 1o loliow

Please note: The E-mal message wil be sent bom 3 ot stion-only address that cannct acCept ncomng E-mad Please &0 not
w-;i‘,'tq <

¥ you do not recene your E-mad withan 24 hiors, please call the COBC EDI Department of (546) 4586740 EDI Representatres ae
waalabie 1o a3t you Mondey theough Frdsy excludey Federal holdays fom 500 am 16 500 pm Esttern T

Yiockeny Comginiiten Medo g S5 _-'rﬁr_'l'!;f.:c_t Page

e

Slide notes
Click the Workers’ Compensation Medicare Set-Aside Welcome Page link to return to the Welcome page.
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Skip Navigation

About This Sie CMS Links How To Reference Materials Contact Us

Welcome to the WCMSAP

This site provides an interface for entry of Vorkers Unmpansauun MMedicare
Set-Aside Arrangements (WCIMSA) proposals. Attomeys, Medicare
heneficiaries claimants insurance cariers and WCMSA vendnors may use this
site to enter the case information dircetly. The site also provides attomeys,

Sign Into your account

IMedicare beneficiaries. claimants, insurance carriers, and WCMSA vendors User Name:
with the ability to track their submitted cases and the statuses without inquiry |J5123bb
to the Coordination of Benefits Contractor (COBC) ar the Centers for Medicare Farqat ID

& Medicaid Serices (CMS)

WCMSAP Messages Pazsword
Itut:uu
This space is reserved for system messages from the Coordination of Benefits Foraot Password

Contractor. Check this location for important information regarding system
outages, scheduled maintenance and special announcements

T —@ Clear
GETTING STARTED

For more information. refer te How To Get Started under the How To menu ootion
STEP 1 STEF 2

{Account ID and PIN required)

Slide notes

You will be required to change your temporary password the next time you login to the WCMSAP.
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Skip Navigation

About This Site CMS Links Reference Materials Contact Us

Change Password

Halp About This F‘v.‘is

Choose your password carefully

¢ Password must be changed every sixty (B0) days

* Password must consist of at least eight (8) characters

* Pasawnrd must contain at least one upper-case letter, one lawer-case letter, ane numhbear, and ane spacial character
* Password must contain a minimum of four (4) changed characters from the previous password

* Password cannot be changed more than once per day

¢ Password must be different from the previous B passwords

+ Paceword cannot contain a reserved word (See Help About Thiz Page for a complete list)

An gstensk () indicates a required field

Enter your current password: * I
Enter your new password: * I
Re-enter your new password: * I

Continue

Slide notes
When you login, enter your temporary password in the current password field and enter the new password twice.
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Change Password
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Choose your password carefully Help About This Page

¢ Password must be changed every sixty (B0) days

* Password must consist of at least eight (8) characters

* Pasawnrd must contain at least one upper-case letter, one lawer-case letter, ane numhbear, and ane spacial character
* Password must contain a minimum of four (4) changed characters from the previous password

* Password cannot be: changed more than once per day

¢ Password must be different from the previous B passwords

+ Paceword cannot contain a reserved word (See Help About Thiz Page for a complete list)

An gstensk () indicates a required field

Enter your current password: ™ | sseeeees e

EEEEFERE I
afit new password: ¥ | #EEseses I

Enter your new passem

Re-enter

Slide notes

Once the passwords have been entered, click Continue.
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Change Password Confirmation

You have successfully changed your password. You wil be requined to use the new password on your next login attempt

Slide notes

The Change Password Confirmation page will display, confirming that the password has been modified.
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Home About This Site CMS Links How To. Reference Materials Contact Us Logoff
Change Password Confirmation
U | ul 4T} T | f | 1 pa n 3

A

A
Slide notes

Use your new password the next time you log into the WCMSAP.

Please note: When you change your password in the WCMSAP, the password will be changed in all Section 111
Coordination of Benefits Secure Web site (COBSW) applications that you are authorized to use.

Page 33 of 62



Adobe Captivate Sunday, March 31, 2013

Slide 34 - of 62

Update Personal Information

Account Settings

Update Personal Information

Update Account Information

Designee Maintenance

Jiew Account Activity

Change Passward

Slide notes

Click to add notes for the selected slide
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Abaut This Site CMS Links How To... Reference Materizls ContactUs
The WCMSAP provides users with the ability to
WCMSAP change or correct their Personal Information. QUICK HELP
The W 'r_"_1::l:.'—’ prowdes z fo Workers’ Compensation Help About This P3ge
Madicare Set-Aside (W 5. You may use this site (o enter the

Although this information is recorded during your
it i i it can be updated and Account Settings

changed, if necessary.
\l_lmenﬂal Information
Loy’

Y'ou may modify Account Settings by clicking the appropnate link under the

Account Settngs hst te Account Information

I"d like to... Designee Waintenance

~ 4 iew Acrount Actyits

Cieate 3 New Case VAL Ach:
Changg Pagsword

Case Looku

View Alarts

Slide notes

The WCMSAP provides users with the ability to change or correct their Personal Information.

Although this information is recorded during your initial registration process, it can be updated and changed, if
necessary.

To do this, click the Update Personal Information link in the Account Settings box on the WCMSAP Home page.
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Update Personal Information

First Name: * [FIRST | Mi:[M ] Last Name: *[ LAST

Date of Birth: * #s/#ssss2 (MM/DD/CCYY)

E-mail Address: * | AAAAAAAAAA |

Re-enter E-mail Address = * [AAAAAAAAAA I

Phone *[sse |2t | [spee |- o [ |

Mailing Address:

Address Lime 1: * [MMAW |

Address Line 2 [ |

City " [AAAARAARARAA |
State " [AAARARRARRAA |

2ip Code [m H |

Previous

Slide notes

The Update Personal Information page will display.
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Update Personal Information

First Name: * [FIRST | Mi:[M ] Last Name: *[ LAST

Date of Birth: * ##/#&ss82 (MM/DD/CCYY)

E-mail Agaress: - | AARAAAAALA ‘

Re-enter E-mail Address = * [AAAAAAAAAA I

Phone *[sse |2t | [spee |- o [ |

Mailing Address:

Address Lime 1: * [MMAW |

Address Line 2 [ |

City " [AAAARAARARAA |
State " [AAARARRARRAA |

2ip Code [m H |

Previous

Slide notes

Users can update any of their personal information except for Date of Birth.
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Update Personal Information

An asterish ndicates a required field

First Name: * [FIRST | Mi:[M ] Last Name: *[ LAST

Date of Birth: * #&#/#8/8828 (MM/DD/CCYY)
E-mail Address: * | AAAAAAAAAA |

Re-enter E-mail Address [AAAAAAAAAA K
Phone: “[sse | [steTeme | onfsee |

Mailing Address:

Slide notes

After making any necessary changes, click Next to submit the updated information.
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Personal Information Update Confirmation

H
; st I— Puint this page
Your information has been updated. Print this page for your records
Personal Information

First Name. FIRSTMLM Last Name. LAST

E-Mail Address: AAAAAAALA

Phone ##8 #48 #808  axt #8588

Mailing Address:

Address Line 2: AAAAAAMAASAN
City: AAAAAAAAAAA

State: AAAAAAALAAAA

Zip Code: #3884

| Retun to Home

Slide notes

The system will update your personal information and display the Personal Information Update Confirmation
page shown here.
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Personal Information Update Confirmation

H

; i I— Puint this page
Your information has been updated. Print this page for your records

Personal Information

First Name. FIRSTMLM Last Name. LAST

E-Mail Address: AAAAAAALAR

Mailing Address:

Addrass Lina 1: AAAAAAMAA,
Address Line 2: AAAAAAAAABAN
City: AAAAAAAAAAA

State: AAAAAAALAAAN

Zip Code: ##88#

| Retun fqHome
pal

Slide notes
Click the Return to Home button to return to the WCMSAP Home page.
The system then sends you an e-mail, indicating that your personal information has been changed.
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* For changes other than changes to an e-mail address

» System will generate e-mail to you after personal information has
been updated

* You should notify the COBC if they did not initiate the update

Slide notes

For all personal information changes, other than changes to the e-mail address, the system will generate an e-
mail message to you after the personal information has been updated.

You will be instructed to notify the COBC if you did not initiate the update.
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Update Personal Information

* For e-mail address change
= System will ensure new e-mail address is unique
= Cannot be updated with the e-mail address of a revoked Login ID

= |f e-mail address is acceptable, system will send e-mail to user’s old
e-mail address

o User is instructed to click link to proceed with changes

 User should not click link and should contact the COBC if they did
not initiate the e-mail address change

o |f user clicks link, e-mail will be sent to user’s new e-mail address

Slide notes

When you update your e-mail address, the system will ensure that the new e-mail address is unique within the
system.

It cannot be updated with the e-mail address of a revoked Login ID.

If the e-mail address is acceptable, the system will first send an e-mail to your old e-mail address stating that an
e-mail address change has been requested.

You will be instructed to click on a link to proceed with the changes, but only if you initiated the change.
You will be instructed not to click the link and to notify the COBC if you did not initiate the e-mail address change.

If you click the link, an e-mail reflecting the change will then be sent to your new e-mail address.
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Viewing Account Activity

Account Settings

Update Personal Information

Update Account Information

Designee Maintenance

Jiew Account Activity

Change Passward

Slide notes
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Viewing Account Activity

* Review activity for Account ID, including:
* |nitial Registration
Account Setup (Account Manager Registration)

Add Designee
» Delete Designee

Update of Account Information
Case Submitted
Document Replaced

Slide notes
All activity performed for an Account ID can be reviewed. Typical activity recorded includes: Initial Registration,

Account Setup (Account Manager Registration), Add Designee, Delete Designee, Update of Account Information,
Case Submitted, and Document Replaced.
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Skip Navigation

Abaut This Site CMS Links How To... Reference Materizls ContactUs

WOMSAP

The WCMSAP provides zn interface for entry of Werkers” Compensation
Madic

information dnectly. The sile also provides Lhe ability Lo U

Help ADout This Page ‘

are Set-Aside (WCMSA) propesals. You may use this site to enter the

e

up and

ow to perform

Account Settings

Update Personal information

Y'ou may modify Account Settings by clicking the appropnate link under the
Account Settngs hst pdate Account Information
I"d like to... Designee Waintenance

-~ ) i ew Acpount Aoty
Create 3 New Case s by v

""h“mQ/:; Pagsworg

Case Lookup

View Alarts

Slide notes

Users can view the activity for the WCMSAP account by clicking the View Account Activity link in the Account
Settings box on the WCMSAP Home page.
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Account Activity

Account Number: #8588

Account Hame: A#

Below details account actraty for the Account listed

Please repont any discrepancies to the COB Contractor (COBC

Select Return Home to return to the Home Page

Activity Date Activity Description User
021572010 Account Registration FIRST LAST
02/20/2010 Account Setup

(272072010 Designee Invtation FIRST LAST

Return to Homea

Slide notes

The Account Activity page will display.
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Skip Navigation

About This Site CMS Links

Reference Materials

Contact Us

Account Activity

Account Number:

Account Name: AAAAAAAAAAAA

clow details account actmty for the Account listed

discrepancies to the COB Contractor (COBC

Select Return Home to return to the Home Page

Activity Date Activity Description User

02/15/2010

02/20/2010

(272072010

Account Registration
Account Setup

Designee Imatation

Return to Homea

Slide notes

The system provides an Account Activity history page that lists Activity Date, Activity Description and User.
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Account Activity

Account Number: #8588

Account Hame: A#

Below details account actraty for the Account listed

Please repont any discrepancies to the COB Contractor (COBC

Select Return Home to return to the Home Page

Activity Date Activity Description User
021572010 Account Registration FIRST LAST
02/20/2010 Account Setup

(272072010 Designee Invtation FIRST LAST

Return to Homea

Slide notes

Report any discrepancies to the COBC.
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About This Site

CMS Links

Reference Materials

CNIS Workers' Compensation Medicare Set-Aside Web Portal @

Contact Us

Skip Navigation

Account Activity

Account Number: #8588

Account Name: AAAAAAAAAAAA

Below details account actraty for the Account listed

Please repont any discrepancies to the COB Contractor (COBC

Select Return Home to return to the Home Page

Activity Date Activity Description

02/15/2010 Account Registration

Account Setup

02/20/2010

U2r2072010 Designee Imatation

Slide notes
After you have reviewed the account activity, click the Return to Home button to return to the WCMSAP Home

page.
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Change Password

Account Settings

Update Personal Information

Update Account Information

Designee Maintenance

Jiew Account Activity

Change Passward

Slide notes
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Skip Navigation

Abaut This Site CMS Links How To... Reference Materizls ContactUs

WCMSAP QUICK HELP
The W 'I_".1?I:.'J prowdes zn interface for entry of Workers’ Compensation Help About This Page
Madicare Set-Aside (WCMSA) propesals. You may use this site to enter the

e

information dnectly. The sile also provides Lhe ability Lo U

25 and Lhe up and

ow to perform

Account Settings

Alart functions are also available. Click the desired link E

that function

Update Personal information

Y'ou may modify Account Settings by clicking the appropnate link under the
Account Settngs hst pdate Account Information
I"d like to... Designee Waintenance

ew Account Actyity

Cleate 3 New Case

2 Chan P oiwar
Case Lookup

View Alsts lw’_//

Slide notes
The WCMSAP also provides the ability to change your password.

In order to initiate this change, click the Change Password link in the Account Settings box on the right side of the
page.
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Change Password
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Choose your password carefully Help About This Page

¢ Password must be changed every sixty (B0) days

* Password must consist of at least eight (8) characters

* Pasawnrd must contain at least one upper-case letter, one lawer-case letter, ane numhbear, and ane spacial character
* Password must contain a minimum of four (4) changed characters from the previous password

* Password cannot be: changed more than once per day

¢ Password must be different from the previous B passwords

+ Paceword cannot contain a reserved word (See Help About Thiz Page for a complete list)

An gstensk () indicates a required field

Enter your current password: * I
Enter your new password: * I
Re-enter your new password: * I

Continue

Slide notes

The Change Password page will display.

Page 52 of 62



Adobe Captivate Sunday, March 31, 2013

Slide 53 - of 62

CNIS Workers' Compensation Medicare Set-Aside Web Portal @

CENTERS foot MFORCARY B MYDRCAD STROSCTS

Skip Navigation
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Change Password

Halp About This F‘v.‘is

Choose your password carefully

¢ Password must be changed every sixty (B0) days

* Password must consist of at least eight (8) characters

* Pasawnrd must contain at least one upper-case letter, one lawer-case letter, ane numhbear, and ane spacial character
* Password must contain a minimum of four (4) changed characters from the previous password

* Password cannot be changed more than once per day

¢ Password must be different from the previous B passwords

+ Paceword cannot contain a reserved word (See Help About Thiz Page for a complete list)

An gstensk () indicates a required field

Enter your current password: * I
Enter your new password: * I
Re-enter your new passwaord: * I

Continue

Slide notes

Enter your current password once and new password twice following the listed guidelines then click the Continue
button.
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Skip Navigation
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Change Password

Help About This Page

Choose your password care

¢ Password must be changed every sixty (80) days.
* Password must consist of at least eight (8) characters

* Pasawnrd must contain at least one upper-case letter, one lawer-case letter, ane numhbear, and ane spacial character
* Password must contain a minimum of four (4) changed characters from the previous password

* Password cannot be: changed more than once per day
¢ Password must be different from the previous B passw
¢ Pacseword cannot contain a recernvad word (See Help /

rds

bout This Page for a complete list)

An gstensk () indicates a required field

Enter your curment passwnrd. T | wEeranes I

Enter your new password: * | I

Re-enter your new password: * I

Slide notes
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Change Password

Help About This Page

Choose your password care

¢ Password must be changed every sixty (80) days.
* Password must consist of at least eight (8) characters

* Pasawnrd must contain at least one upper-case letter, one lawer-case letter, ane numhbear, and ane spacial character
* Password must contain a minimum of four (4) changed characters from the previous password

* Password cannot be: changed more than once per day
¢ Password must be different from the previous B passw
¢ Pacseword cannot contain a recernvad word (See Help /

rds

bout This Page for a complete list)

An gstensk () indicates a required field

Enter your curment passwnrd. T | wEeranes I

Enter your new password: * ||!n—n|g I

FRe-erter your new password: * | *rors I

Slide notes
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Change Password

Halp About This F‘v.‘is

Choose your password care

¢ Password must be changed every sixty (B0) days
* Password must consist of at least eight (8) characters

* Pasawnrd must contain at least one upper-case letter, one lawer-case letter, ane numhbear, and ane spacial character
* Password must contain a minimum of four (4) changed characters from the previous password

* Password cannot be: changed more than once per day
¢ Password must be different from the previous B passw
¢ Paseword cannot contain a reservad word (See Help Al

An gstensk () indicates a required field

Slide notes
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Skip Navigation
Contact Us Logoff

Home About This Site CMS Links How To. Reference Materials

Change Password Confirmation

rd. You will be réquined 10 use the new password on your next login attempt

You have successfully changed your password quired 1o u

Remember, when you change your password in the
WCMSAP, the password will be changed in all Section

111 COBSW applications that you are authorized to
use.

Slide notes
The system will display the Change Password Confirmation page indicating that the password has been reset.

You will be required to use your new password the next time you login.
Remember, when you change your password in the WCMSAP, the password will be changed in all Section 111
COBSW applications that you are authorized to use.
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Change Password Confirmation

You have successfully chamged your password. You will be requined 1o use the new password on your next legin attempt

Slide notes
Click Continue to return to the WCMSAP Home page.
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About This Site

ISAP @
ledican Se

case informatic

sses and Lhe

fiew Alert fur -]
hat il

Account settings list

I"d like 1o...

Create 3 New Case

Case Lookup

View Algrts

CMS Links

CNIS Workers' Compensation Medicare Set-Aside Web Portal @

Reference Materials

Skin Navioation
Contact Us

gle-Ebout This Page

Account Settings

Update Personal Information

Update Account Information

e Account Actity

Designee Maintenangce

Change Pacoword

Slide notes

The WCMSAP system will allow you to exit the system and terminate your session at any time.

Simply click the Logoff link at the top of the page.
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Login Warning

™A
= Print this page
UNAUTHORIZED ACCESS TO THIS COMPUTER SYSTEM IS PROHIBITED BY LAW

This web site is maintained by the U.3. Government and is protected by federal law. Use of this computer system without authority or in
excess of granted authority, such as access through use of another's Login ID andior password, may be in violation of federal law,
including the False Claimns Act, the Computer Fraud and Abuse Act and other relevant provisions of federal civil and criminal law, Violators
may be subject to administrative disciplinary action and civil and criminal penalties including civil monetary penalties.

For site security purposes we employ software programs to moniter and identify unauthorized access, unauthorized attempts to upload or
change information, or attempts to otherwise cause damage. In the event of authorized law enforcement investigations, and pursuant to
any required legal process, information from these sources may be used to help identify an individual and may be used for administrative,
criminal or other adverse action.

Privacy Act Statement

The collection of this information is authorized by 42 U.S.C. 1395y(b}){5). The information collected will be used to identify and recover past
mistaken Medicare primary payments and to prevent Medicare from making mistakes in the future for those Medicare Secondary Payer
situations that continue to exist.

Attestation of Information

| have submitted all relevant information obtained andlor have knowledge of regarding this claimant, that was generated at any time on or
after the Date of Incidant (DOI) for the alleged accidentilinessfinjuryincident at issue, and has been included as part of this submission of
the proposed amount for this WCHMSA to the Centers for Medicare & Medicaid Senvices.

The information provided is complete, truthful, accurate, and meets all requirements set forth to use this process; and, | have read and
understand all of the Centers for Medicare & Medicaid Senices information at hitpffwww cmis. gow/WorkersCompAgencySenices/

LOG OFF IMMEDIATELY if you do not agree to the conditions stated in this warning
L Accapt
Dacline

Slide notes

When you click the Logoff link, you will be returned to the Login Warning page.
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Login Warning

[
= Print this page
UNAUTHORIZED ACCESS TO THIS COMPUTER SYSTEM IS PROHIBITED BY LAW

This web site is maintained by the U.3. Government and is protected by federal law. Use of this computer system without authority or in
excess of granted authority, such as access through use of another's Login ID andior password, may be in violation of federal law,
including the False Claimns Act, the Computer Fraud and Abuse Act and other relevant provisions of federal civil and criminal law, Violators
may be subject to administrative disciplinary action and civil and criminal penalties including civil monetary penalties.

For site security purposes we employ software programs to moniter and identify unauthorized access, unauthorized attempts to upload or
change information, or attempts to otherwise cause damage. In the event of authorized law enforcement investigations, and pursuant to
any required legal process, information from these sources may be used to help identify an individual and may be used for administrative,
criminal or other adverse action.

Privacy Act Statement

The collection of this information is authorized by 42 U.S.C. 1395y(b}){5). The information collected will be used to identify and recover past
mistaken Medicare primary payments and to prevent Medicare from making mistakes in the future for those Medicare Secondary Payer
situations that continue to exist.

Attestation of Information

| have submitted all relevant information obtained andlor have knowledge of regarding this claimant, that was generated at any time on or
after the Date of Incidant (DOI) for the alleged accidentilinessfinjuryincident at issue, and has been included as part of this submission of
the proposed amount for this WCHMSA to the Centers for Medicare & Medicaid Senvices.

The information provided is complete, truthful, accurate, and meets all requirements set forth to use this process; and, | have read and
understand all of the Centers for Medicare & Medicaid Senices information at hitpffwww cmis. gow/WorkersCompAgencySenices/

LOG OFF IMMEDIATELY if you do not agree to the conditions stated in this warning
L Accapt
Dacline

Slide notes

Once this page displays, you may close your browser.
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fou have completed the Login and User Maintenance
rse. The information in this course can be referenced

| by using the document at the link below:

http ://cob.cms.hhs.gov/WCMSA/help/userManual/WCMS
AUserManual.pdf

Slide notes
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